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1. Tool Setup (Compilation)

a) Requirements: Linux computer with Pin installed.

To learn more about Pin and to download the latest version visit
http://software.intel.com/en-us/articles/pin-a-dynamic-binary-instrumentation-tool.
Examples in this manual are prepared on a x86_64 quad core machine running CentOS 6.3 OS
with pin-2.12-62732.

b) Download source code files for mcfTRaptor:
mcfTRaptor.cpp

mcfTRaptor.h.

mcfTRaptorAssist.h
mcfTRaptorPrivateAnalysis.h
mcfTRaptorSharedAnalysis.h

c) Copy source code files into Pin directory
pin-2.12-62732-gcc.4.4.7-linux/source/tools/ManualExamples

d) create obj-intel64 directory in
pin-2.12-62732-gcc.4.4.7-linux/source/tools/ManualExamples

e) Add mcfTRaptor to the TEST_TOOL_ROOTS line in
pin-2.12-62732-gcc.4.4.7-linux/source/tools/ManualExamples/makefile.rules

f) Add -std=c++0x to the TOOL_CXXFLAGS_NOOPT line in
pin-2.12-62732-gcc.4.4.7-linux/source/tools/Config/makefile.unix.config

g) Build tool/tools
<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
// build mcfTRaptor only

[milenka@EB245-mhealth3 ManualExamples]$ make obj-intel64/mcfTRaptor.so

// build all tools in the ManualExamples directory
[milenka@EB245-mhealth3 ManualExamples]$ make all
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2. Instrumenting Programs with mcfTRaptor
a) To instrument binaries with mcfTRaptor tool use the command line as follows:



pin -t obj-intel64/mcfTRaptor.so -- executable args

b) mcfTRaptor tool switches

mcfTRaptor tool offers a rich set of switches to control instrumentation,
capturing, and recording of control flow traces.

You can see the instrumentation options by running the following command.

<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKL
[milenka@EB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so -h —-- 1s

Pin tools switches

-GShare [default 256]
GShare outcome predictor size for T-Raptor trace module (must be O,
256, 512, or 1024, 2048, 409¢6)
-RAS [default 8]
Size of return address stack for T-Raptor (must be 0, 8, 16, or 32
entries)
-TRaptorShare [default 0]
Share the same T-Raptor structure among each thread
-a [default 0]
use ASCII output file instead of binary
-c [default 0]
Compress trace. Supports bzip2, pbzip2, gzip, and pigz
-d [default 0]
Annotate descriptors with disassembly (only works when output is
ASCITI)
-f [default 50000]
Output file size limit in MB. Tracing will end after reaching this
limit. Default is 50000 MB
-filter no shared libs [default ]
Do not instrument shared libraries
-filter rtn
Routines to instrument
-h [default 0]
Print help message (Return failure of PIN Init() in order to allow the

tool to print help message)

~help [default 0]
Print help message (Return failure of PIN Init() in order to allow the
tool to print help message)

-iBTB [default 64]
Size of 2-way set associative indirect branch target buffer for
T-Raptor (must be 0, 16, 32, or 64 entries)
-1 [default 0]
Number of instructions to profile (default is no limit)
-logfile [default pintool.log]
The log file path and file name
-0 [default mcfTRaptor.out]
specify trace output file name
-s [default 0]
Begin emitting branch descriptors after executing a specified number
of instructions
-unique logfile [default 0]
The log file names will contain the pid

Line information controls
-discard line info

Discard line information for specific module. Module name should be a
short name without path, not a symbolic link



mcfTRaptor Tool

-discard line info all [default 0]
Discard line information for all modules.

-dwarf file
Point pin to a different file for debug information. Syntax:
app_ executable:<path to different fileExaple (0OS X): -dwarf file

get source app:get s
ource_ app.dSYM/Contents/Resources/DWARF/get source app

Symbols controls

-short name [default 0]
Use the shortest name for the RTN. Names with version substrings are
preferred over the same name without the substring.

-support jit api [default 0]
Enables the Jitted Functions Support

-unrestricted rtn size [default 0]
Use the unrestricted RTN size. When set the RTN size defined by the
distance between RTN start to the beginning of next RTN.

Statistic switches

-profile [default 0]
print amount of memory dynamically allocated but not yet freed by the
tool

-statistic [default 0]
print general statistics

General switches (available in pin and tool)

-slow_asserts [default 0]
Perform expensive sanity checks
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The mcfTRaptor tool options allow users to specify the following:

o format of the output trace file (ASCIl or binary, default is binary);

e captured control flow traces can be piped into a selected general-purpose compressor (e.g., bzip2, pbzip2,
gzip,...);

o control flow descriptors can be annotated with disassembled instructions;

e control flow descriptors can be recorded during entire benchmark execution
or during a selected program segment
(-I specifies the number of instructions to trace and
-s specifies the number of instructions to skip
from the beginning before recording is turned on).

e output trace file can be specified (switch -o).

c) Example run to trace /bin/Is shell command.
In this example mcfTRaptor captures the control flow of Is (list) shell command.
The control trace of the entire execution of the /bin/Is is captured in binary a file.

<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
[milenka@EB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so —-- 1ls
mcfTRaptor: Writing to binary file: mcfTRaptor.out2014 1 17 20.11.55.bin
mcfTRaptor: mcfTRaptor descriptors -

Mispredicted outcome for direct conditional branches: Descriptor Type (1 Byte),
Thread ID (1 Byte), bCnt (4 Bytes)



Mispredicted target for indirect unconditional branches: Descriptor Type (1 Byte),
Thread ID (1 Byte), bCnt (4 Bytes), T (1 Bytes), Target Address (8 Bytes)

Exceptions: Descriptor Type (1 Byte), Thread ID (1 Byte), bCnt (4 Bytes), iCnt (4
Bytes), Target Address (8 Bytes)
mcfTRaptor: Private TRaptor thread begin 0 9505

inscount2.cpp mcfTRaptor.out2014 1 17 20.11.55.bin thread unix.c
[milenka@REB245-mhealth3 ManualExamples]$ 1s

inscount?2.cpp mcfTRaptor.out2014 1 17 20.11.55.bin temp
inscount tls.cpp mcfTRaptor.out2014 1 17 20.11.55.Statistics thread unix.c

[milenka@EB245-mhealth3 ManualExamples]$ $cat mcfTRaptor.out2014 1 17 20.11.55.Statistics
mcfTRaptor: Instrumentation Time 1703.05 ms
mcfTRaptor: Skipped 0 instructions
mcfTRaptor: Recorded 170400 direct conditional branches, indirect unconditional branches, and
exceptions
155944 conditional direct branches

137609 ( %88.24 ) outcomes predicted

18335 ( %$11.76 ) outcomes mispredicted
14456 unconditional indirect branches

13126 ( %$90.80 ) targets predicted

1330 ( %9.20 ) targets mispredicted
0 exceptions
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d) Example run to trace Is shell command, with ASCIl output and no compression.
In this example mcfTRaptor captures the control flow of Is (list) shell command.
The entire execution is captured in an ASCII file.

<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
[milenka@EB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so -a —-- ls
mcfTRaptor: Writing to ASCII file: mcfTRaptor.out2014 1 17 20.17.19.txt
mcfTRaptor: mcfTRaptor descriptors -

Mispredicted outcomes for direct conditional branches: Thread ID, bCnt

Mispredicted targets for indirect unconditional branches: Thread ID, bCnt, T, Target
Address

Exceptions: Thread ID, bCnt, iCnt, Target Address
mcfTRaptor: Private TRaptor thread begin 0 9558

inscountl.cpp mcfTRaptor.h staticcount.cpp

inscount2.cpp mcfTRaptor.out2014 1 17 20.11.55.bin strace.cpp
inscount tls.cpp mcfTRaptor.out2014 1 17 20.11.55.Statistics temp
invocation.cpp mcfTRaptor.out2014 1 17 20.17.19.txt thread unix.c

[milenka@EB245-mhealth3 ManualExamples]$ 1s

inscountl.cpp mcfTRaptor.out2014 1 17 20.11.55.bin strace.cpp

inscount?2.cpp mcfTRaptor.out2014 1 17 20.11.55.Statistics temp
inscount tls.cpp mcfTRaptor.out2014 1 17 20.17.19.Statistics thread unix.c
invocation.cpp mcfTRaptor.out2014 1 17 20.17.19.txt thread win.c

[milenka@EB245-mhealth3 ManualExamples]$ head mcfTRaptor.out2014 1 17 20.17.19.txt
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0, 14
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e) Example run to trace Is shell command, ASCII output with compression using gzip.
<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
[milenka@REB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so -a -c gzip -- 1ls
mcfTRaptor: Writing to ASCII file: mcfTRaptor.out2014 1 17 20.20.51.txt
mcfTRaptor: mcfTRaptor descriptors -

Mispredicted outcomes for direct conditional branches: Thread ID, bCnt

Mispredicted targets for indirect unconditional branches: Thread ID, bCnt, T, Target
Address

Exceptions: Thread ID, bCnt, iCnt, Target Address
mcfTRaptor: Private TRaptor thread begin 0 9602

isampling.c mcfTRaptor.out . . .txt.gz thread win.c
isampling.cpp fTRap 2014 1 17 20.20.51 g hread_wi

itrace.cpp mcfTRaptorPrivateAnalysis.h w malloctrace.cpp
little malloc.c mcfTRaptorSharedAnalysis.h

[milenka@EB245-mhealth3 ManualExamples]$ 1s

itrace.cpp mcfTRaptor.out2014 1 17 20.20.51.txt.gz thread win.c
little malloc.c mcfTRaptorPrivateAnalysis.h w malloctrace.cpp
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f) Tracing a multithreaded program
Use our Matrix_Multiplication_OpenMP.cpp as a test program as follows.

<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

# compile program

[milenka@EB245-mhealth3 ManualExamples]$ g++ -fopenmp Matrix Multiplication OpenMP.cpp -0
Matrix Multiplication OpenMP

# set the number of threads
[milenka@EB245-mhealth3 ManualExamples]$ export OMP_NUM THREADS=8

# trace program
[milenka@EB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so -a —-
./Matrix Multiplication OpenMP 32
mcfTRaptor: Writing to ASCII file: mcfTRaptor.out2014 1 17 20.24.27.txt
mcfTRaptor: mcfTRaptor descriptors -
Mispredicted outcomes for direct conditional branches: Thread ID, bCnt
Mispredicted targets for indirect unconditional branches: Thread ID, bCnt, T, Target
Address
Exceptions: Thread ID, bCnt, iCnt, Target Address

mcfTRaptor: Private TRaptor thread begin 0 9637
mcfTRaptor: Private TRaptor thread begin 1 9645
mcfTRaptor: Private TRaptor thread begin 2 9646
mcfTRaptor: Private TRaptor thread begin 3 9647
mcfTRaptor: Private TRaptor thread begin 4 9648
mcfTRaptor: Private TRaptor thread begin 5 9649
mcfTRaptor: Private TRaptor thread begin 6 9650
mcfTRaptor: Private TRaptor thread begin 7 9651

261

# trace program, skip 3,000,000 instructions, then trace 1,000,000

[milenka@EB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so -a -s 3000000 -1
1000000 -- ./Matrix Multiplication OpenMP 32

mcfTRaptor: Writingito ASCII file:7mchRaptor.out2014_1_17_20.25.47.txt

mcfTRaptor: mcfTRaptor descriptors -



Mispredicted outcomes for direct conditional branches: Thread ID, bCnt

Mispredicted targets for indirect unconditional branches: Thread ID, bCnt, T, Target
Address

Exceptions: Thread ID, bCnt, iCnt, Target Address

mcfTRaptor: Private TRaptor thread begin 0 9666
mcfTRaptor: Private TRaptor thread begin 1 9674
mcfTRaptor: Private TRaptor thread begin 2 9675
mcfTRaptor: Private TRaptor thread begin 3 9676
mcfTRaptor: Private TRaptor thread begin 4 9677
mcfTRaptor: Private TRaptor thread begin 5 9678
mcfTRaptor: Private TRaptor thread begin 6 9679
mcfTRaptor: Private TRaptor thread begin 7 9680

314
mcfTRaptor: Detaching...

# inspect Statistics file
[milenka@EB245-mhealth3 ManualExamples]$ head mcfTRaptor.out2014 1 17 20.25.47.Statistics
mcfTRaptor: Instrumentation Time 2059.93 ms
mcfTRaptor: Skipped 3000000 instructions
mcfTRaptor: Recorded 278460 direct conditional branches, indirect unconditional branches, and
exceptions
277176 conditional direct branches
275690 ( %99.46 ) outcomes predicted
1486 ( %0.54 ) outcomes mispredicted
1284 unconditional indirect branches
1263 ( %98.36 ) targets predicted
21 ( %$1.64 ) targets mispredicted
0 exceptions

# inspect trace file
[milenka@EB245-mhealth3 ManualExamples]$ head mcfTRaptor.out2014 1 17 20.25.47.txt
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g) Tracing a multi-threaded string search program from ParMiBench benchmark suite.

<L LLLLLLLLLLLLLLLLLLLLLLLLLL L€l
#Unlike mcfTrace, mcfTRaptor will not reach the 50 GB file limit when running this benchmark
- mcFTraptor filters the output to around 200 MB.

[milenka@EB245-mhealth3 ManualExamples]$ pin -t obj-intel64/mcfTRaptor.so --
/home/opt/parmibench-master/stringsearch/parallel stringsearch 2 4 /home/opt/parmibench-
master/stringsearch/testdata/SearchStringlé6.txt /home/opt/parmibench-
master/stringsearch/testdata/testpattern5.txt
mcfTRaptor: Writing to binary file: mcfTRaptor.out2014 1 18 14.28.15.bin
mcfTRaptor: mcfTRaptor descriptors -

Mispredicted outcome for direct conditional branches: Descriptor Type (1 Byte),
Thread ID (1 Byte), bCnt (4 Bytes)

Mispredicted target for indirect unconditional branches: Descriptor Type (1 Byte),
Thread ID (1 Byte), bCnt (4 Bytes), T (1 Bytes), Target Address (8 Bytes)

Exceptions: Descriptor Type (1 Byte), Thread ID (1 Byte), bCnt (4 Bytes), iCnt (4
Bytes), Target Address (8 Bytes)
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mcfTRaptor: Private TRaptor thread begin 0 19727

Opening Input File:</home/opt/parmibench-master/stringsearch/testdata/SearchStringl6.txt>
Input File Size 1s5:<16526618>

Done Reading Input File!

Opening Pattern File:</home/opt/parmibench-master/stringsearch/testdata/testpattern5.txt>
Done Reading Pattern File!

—-—--***Case-sensitive Boyer-Moore-Horspool string search***---

mcfTRaptor: Private TRaptor thread begin 1 19735
mcfTRaptor: Private TRaptor thread begin 2 19736
mcfTRaptor: Private TRaptor thread begin 3 19737
mcfTRaptor: Private TRaptor thread begin 4 19738

[milenka@REB245-mhealth3 ManualExamples]$ 1ls -lah

total 526M
-rw-rw-r--. 1 akt0001 akt0001 203M Jan 18 15:13 mcfTRaptor.out2014 1 18 14.28.15.bin
-rw-rw-r--. 1 akt0001 akt0001 442 Jan 18 15:13 mcfTRaptor.out2014 1 18 14.28.15.Statistics

[milenka@EB245-mhealth3 ManualExamples]$ cat mcfTRaptor.out2014 1 18 14.28.15.Statistics
mcfTRaptor: Instrumentation Time 2.72592e+06 ms
mcfTRaptor: Skipped 0 instructions
mcfTRaptor: Recorded 2993808012 direct conditional branches, indirect unconditional branches,
and exceptions
2993780165 conditional direct branches

2951262433 ( %98.58 ) outcomes predicted

42517732 ( %1.42 ) outcomes mispredicted
27847 unconditional indirect branches

26837 ( %96.37 ) targets predicted

1010 ( %$3.63 ) targets mispredicted
0 exceptions
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